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◆㧊䎆 ㏦㔺 ⹿㰖 

Medidata㠦㍲ ◆㧊䎆 ㏦㔺 ⹿㰖(Data Loss Prevention, DLP)⓪ ⹒Ṧ䞲 ◆㧊䎆Ṗ ㏦㔺♮Ệ⋮ 㡺㣿♮Ệ⋮ ῢ䞲㧊 㠜⓪ 

㌂㣿㧦Ṗ 㞷㎎㓺䞮⓪ ộ㦚 ⹿㰖䞮⓪ ◆ ㌂㣿♮⓪ 㧒⩾㦮 ☚ῂ ⹥ 䝚⪲㎎㓺㧛┞┺. DLP ㏢䝚䔎㤾㠊⓪ ′㩲 ╖㌗, ₆⹖ ⹥ 

゚㯞┞㓺㠦
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㩲䛞 ⹥ ㍲゚㓺 㩗ỿ㎇䘟Ṗ 

Medidata⓪ ⰺ⎚ Ἒ䣣, ⶎ㍲䢪, ⹥ 㔏㧎♮ἶ, ⽊㞞 ⹥ Ṳ㧎㩫⽊ 㣪Ị㠦 ╖䞲 ἶ⩺⯒ 䙂䞾䞮⓪ 䙂὚㩗㧎 䣣✳ 䝚⪲㎎㓺⯒ 

ῂ䡚䞿┞┺. 㡂₆㠦⓪ ⳾㦮 䟊䌏, FISMA 䘟Ṗ, ISO Ṧ㌂, SOC2 Ṧ㌂, 㥶⩓㡆䞿(European Union, EU)-⹎ῃ(United 

States, US) ◆㧊䎆 Ṳ㧎㩫⽊ 䝚⩞㧚㤢䋂(Data Privacy Framework, DPF) 㧎㯳 ⹥ ₆䌖 ⽊㞞 ὖ⩾ 䢲☯㠦 ╖䞲 㧦⁞ 

㰖㤦㧊 䙂䞾♿┞┺. ⡦䞲 ㌞⪲㤊 ⽊㞞 ⹥ Ṳ㧎㩫⽊ ₆⓻㦚 㔲㓺䎲 ㏢䝚䔎㤾㠊㠦 䐋䞿䞮⓪ ◆ 䞚㣪䞲 㞪䢎䢪 㩲䛞 ⹥ 

㏢䝚䔎㤾㠊㠦 ╖䞲 㧦⁞ 㰖㤦☚ Ἒ䣣㠦 䙂䞾♮㠊 㧞㔋┞┺. 㩫⽊ ⽊㞞 ⹥ Ṳ㧎㩫⽊ 䕖㦖 䣣✳ 䝚⪲㎎㓺㠦 㺎㡂䞮㡂 

䣣✳ 㭧 ⳾✶ ⽊㞞 ⹥ Ṳ㧎㩫⽊ 㣪Ị㧊 ἶ⩺♮☚⪳ 䞿┞┺. 

㔲㓺䎲 ⹥ 㩫⽊ ⶊἆ㎇ 

Medidata⓪ 㧦☯䢪♲ ☚ῂ, 䕆䅩䕛 㔲㓺䎲, 䕾䂮 ὖⰂ 㔲㓺䎲, 䛞㰞 ⽊㯳 䝚⪲㎎㓺⯒ ㌂㣿䞮㡂, 㫆㰗 㩚㼊㠦 㔲㓺䎲 ⹥ 㩫⽊ 

ⶊἆ㎇ ⽊㯳㦚 ῂ䡚䞮ἶ, Medidata 㔲㓺䎲㦮 㑮ⳛ 㭒₆ 㩚⹮㠦 Ỏ㼦 ⹲ἂ㌂䟃㦚 ⳾┞䎆Ⱇ, 㓺䃪, ⹥ ᾦ㩫䞮₆ 㥚䞲 䛞㰞 

⽊㯳 䝚⪲㎎㓺⯒ ῂ䡚䞿┞┺. 㞛㎇ 䆪✲ ⽊䢎⓪ 㩚㌂㩗㦒⪲ 㩗㣿♶ ➢ 㭧㞯㠦㍲ ⳾┞䎆Ⱇ ⹥ ὖⰂ♿┞┺. ⶊἆ㎇ ⳾┞䎆Ⱇ 

☚ῂ⓪ 䢮ἓ 㩚⹮㠦 Ỏ㼦 Medidata 㔲㓺䎲㦮 ⶊἆ㎇㦚 ⽊㧻䞮₆ 㥚䟊 ㌂㣿♿┞┺. Medidata 㔲㓺䎲 ⌊㦮 㩫⽊⓪ 㩖㧻 ⹥ 

㩚㏷ 㭧 㞪䢎䢪♮㠊 㧞㔋┞┺. ⡦䞲, Medidata⓪ ῃṖ 䀾㟓㩦 ◆㧊䎆⻶㧊㓺⯒ 㰖㏣㩗㦒⪲ ⳾┞䎆Ⱇ䞿┞┺. 

㩲3㧦 Ⰲ㓺䋂 ὖⰂ(Third Party Risk Management, TPRM) 

Medidata⓪ Ṳ㧎㩫⽊(Personally Identifiable Information, PII)⯒ 䙂䞾䞮㡂 ㍲゚㓺 㩲Ὃ㦮 㧒䢮㦒⪲ Medidata⯒ ╖㔶䞮㡂 

◆㧊䎆㠦 㞷㎎㓺䞮ἶ ◆㧊䎆⯒ 㻮Ⰲ䞮⓪ 㩲3㧦 ⹥ 䞮㥚 ㍲゚㓺 㩲Ὃ㧦⯒ 㧊㣿䞿┞┺. 

 

Medidata Ṳ㧎㩫⽊ ㌂ⶊ㏢(Medidata Privacy Office, MPO)⓪ ゚㯞┞㓺 㡗㡃, 㭒㩲 㩚ⶎṖ ⹥ ὖⰂ ⿖㍲㢖 䡧⩻䞮㡂, 

㺎㡂㧦㦮 Ṳ㧎㩫⽊ 㻮Ⰲ㢖 ὖ⩾♲ 㩲3㧦㦮 䞚㑮 Ṳ㧎㩫⽊ 㟓㏣㦚 ㍺ⳛ䞮⓪ 㫆䟃㧊 䙂䞾♲ Ἒ㟓㍲⯒ Ṳ⹲䞿┞┺. MPO ⹥ 

⻫ⶊ䕖㦖 Medidata 䚲㭖㠦 ➆⧒ Ṳ㧎㩫⽊ ὖ⩾ 㫆䟃㧊 䙂䞾♮㠊 㧞⓪㰖 Ỗ㯳䞮₆ 㥚䟊 ㌞⪲㤊 㩲3㧦 Ἒ㟓㦚 Ỗ䏶䞮ἶ 

㔏㧎䞿┞┺. 

 

⁖⪲⻢ ′㩫 㭖㑮 ⹥

 ⹥
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㞞䕆⹪㧊⩂㓺 ⹥ 㞞䕆Ⲗ㤾㠊 ⽊䢎 

Medidata⓪ 䂾㧛 䌦㰖 㔲㓺䎲(Intrusion Detection System, IDS) ⹥ ⹿䢪⼓ 㣎㠦☚ ┺㟧䞲 㓺䃦┳ ☚ῂ⯒ ㌂㣿䞮㡂 ◆㧊䎆 

㎒䎆 ⍺䔎㤢䋂⯒ 䐋ὒ䞮₆ 㩚㠦 ⳾✶ ◆㧊䎆⯒ ▪㤇 㞞㩚䞮Ợ 㻮Ⰲ䞿┞┺. 㧊⩂䞲 㓺䃦┳ ☚ῂ⓪ 㞛㎇ ㏢䝚䔎㤾㠊 ❇㧊 

⹿㠊⯒ 䐋ὒ䞮㡂 㔲㓺䎲㠦 㞷㎎㓺⯒ 㔲☚䞶 ἓ㤆 㧊⯒ 㞢⩺㭣┞┺. Medidata ⍺䔎㤢䋂 ⽊㞞㦖 ˈX㡾㓺㦮 㡞⹿㧊 1䕢㤊✲㦮 

䂮⬢⽊┺ ⌁┺ˉ⓪ 㡱 ㏣╊㦚 㔺㻲䞮ἶ 㧞㔋┞┺. 㧊 ἓ㤆, Ⲗ㤾㠊 㓺䃪㧊 ⹪⪲ 㡞⹿㧛┞┺. 㠡␀
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㍺Ἒ㠦 㦮䞲 ⽊㞞 

⽊㞞 䆪❿ 䚲㭖 

Medidata⓪ OWASP⯒ ₆⹮㦒⪲ SDLC 䝚⪲㎎㓺㠦 㞞㩚䞲 㞶䝢Ⰲ䅖㧊㎮ Ṳ⹲㦚 䐋䞿䞿┞┺. Ὃ㔳 䆪❿ 䚲㭖 ⹥ 䆪❿ 

Ṗ㧊✲⧒㧎㦖 ㏢㓺 䆪✲Aª'2
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ISO/IEC 27001 

ISO 27001㦖 ISO 27002 ⳾⻪ ὖ䟟 㰖䂾㠦 ➆⧒ ⽊㞞 ὖⰂ ⳾⻪ ὖ䟟 ⹥ 䙂὚㩗㧎 ⽊㞞 㩲㠊⯒ ⳛ㔲䞮⓪ ⽊㞞 ὖⰂ 䚲㭖㧛┞┺. 

㧊⓪ ⍦Ⰲ 㧎㩫⹱⓪ ῃ㩲 ⽊㞞 䚲㭖㦒⪲, Medidata ἶṳ✺㧊 䋆 ὖ㕂㦚 ⽊㧊ἶ 㧞㔋┞┺. 

 

䚲㭖 㧎㯳㦚 ⹱㦒⩺Ⳋ ┺㦢㧊 㣪ῂ♿┞┺: 

 

• 䣢㌂㦮 㥚䡧 ⹥ 䀾㟓㩦㦮 㡗䟻㦚 ἶ⩺䞮㡂 㩫⽊ ⽊㞞 Ⰲ㓺䋂⯒ 㼊Ἒ㩗㦒⪲ 䘟Ṗ䞿┞┺. 

 

• 䣢㌂ ⹥ 㞚䋺䎣㻮 ⽊㞞 Ⰲ㓺䋂⯒ 䟊ἆ䞮₆ 㥚䞲 䙂὚㩗㧎 㩫⽊ ⽊㞞 㩲㠊 ⹥ ₆䌖 䡫䌲㦮 Ⰲ㓺䋂 ὖⰂ 㩲䛞ῆ㦚 

㍺Ἒ䞮ἶ ῂ䡚䞿┞┺. 

 

• 㩫⽊ ⽊㞞 㩲㠊Ṗ 㰖㏣㩗㦒⪲ 㩫⽊ ⽊㞞 㣪ῂ㌂䟃㦚 㿿㫇䞮☚⪳ 䙂὚㩗㧎 ὖⰂ 䝚⪲㎎㓺⯒ 㺚䌳䞿┞┺. 

 

㧊 䚲㭖㠦 ➆⯎ 㧎㯳㦮 䟋㕂㦖 㠚ỿ䞲 ⽊㞞 䝚⪲⁎⧾㦚 䣾ὒ㩗㦒⪲ ὖⰂ䞮⓪ ộ㧛┞┺. 㧊 䚲㭖㠦 ➆⧒ 㣪ῂ♮⓪ 㩫⽊ ⽊㞞 

ὖⰂ 㔲㓺䎲(Information Security Management System, ISMS)㦖 㩚㼊㩗㧊ἶ 䙂὚㩗㧎 ⹿㔳㦒⪲ ⽊㞞㦚 㰖㏣㩗㦒⪲
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